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AJ LEGAL DATA PROTECTION & PRIVACY POLICY - CLIENT  

 

Under the Data Protection Act 2018 (DPA), the Data (Use & Access) Act 2025 (DUUA), and the 

UK version of the EU’s General Data Protection Regulation (UK GDPR) and related UK 

regulations as may be amended from time to time (together “UK Data Protection Laws”) this firm 

is registered as a controller of personal data under ICO reg no Z7220312 at the UK’s Information 

Commissioner’s Office www.ico.org.uk. 

 

Q: What is personal data?  

A: In the course of our work for you as our client the kind of personal data we may hold about 

you may include: your name, email address, home address, telephone number, date of birth, 

passport, driving licence, social media handle, IP (Internet Protocol) address, bank account, travel 

details, voicemails, your instructions, e-mails and witness statements. We may collect the data by 

email, phone, meeting or on-line. 

 

Q: How is it that you can use my personal data?  

The basis on which we hold and use personal data about you is either (a) our legitimate purpose 

of providing legal services and giving legal advice or (b) your informed consent in writing. 

 

Q: What will you do with my personal data? 

 

A: How we use your personal data will depend on your instructions and will be subject to the UK 

Data Protection Laws, our duty of confidentiality to you the client, our duties under any 

applicable laws and our duties to our regulator the SRA www.sra.org.uk. We will use your 

personal data for the legitimate purpose of providing you with legal services and for related 

legitimate purposes including (but not limited to) giving information to third parties such as 

intellectual property offices (and equivalents) in relation to copyright, trade mark and similar 

matters including but not limited to the United Kingdom Intellectual Property Office, the 

European Intellectual Property Office, the US Patent Office, the US Copyright Office, the US 

Library of Congress, intellectual property collection societies and bodies, expert witnesses and 

professional advisers, updating and enhancing our records of you the client, and analysis to help 

us manage our practice, restructuring our business, statutory returns and regulatory compliance 

including compliance with Anti-Money Laundering Regulations 2017. 

 

Your personal data may be stored and processed “in the cloud”, using the services of secure cloud 

operators we may carefully select and monitor. Any cloud operator that we might use will be 

bound by a written data processing contract between us and them under which they must only act 

on our instructions and must at all times conform with the strict requirements of the UK Data 

Protection Laws. For more about “clouds” see below. 

 

We will offer encryption to email documents containing personal data eg by unencrypted email 

attaching an encrypted file or document. We may ask what level of Adobe Acrobat / Adobe 

Reader (6.0 or later, 7.0 or later, X or later) you have so we can encrypt suitably. We will give 

you the decipher code in person or by secure telephone, not by email although we may give a 

cryptic reminder by email. It is usually up to you whether to encrypt an email you send to us, but 

if you are emailing us anything which refers directly or indirectly to anyone else’s personal data, 

http://www.ico.org.uk/
http://www.sra.org.uk/
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then you promise to use encryption. Whether or not we use encryption to send documents to court 

will depend on the requirements of the court.  

 

Some matters may at various or all times require communications using a high level of security... 

At such times you agree to use applications or programmes with mutually acceptable end-to-end 

encryption (E2EE) and with appropriate agreed settings for all communications between us.  

 

You agree that we may use the services of suitable conforming cloud operators some of whose 

data centres or headquarters may be located outside the UK or outside the European Economic 

Area (“EEA” which includes the EU but not the UK). You agree that as part of our providing 

legal services to you the client, we may for related purposes including (but not limited to) 

negotiating with or making enquiries of someone outside the UK or the EEA) transfer personal 

data to someone outside the UK or the EEA) so long as suitable safeguards are in place to protect 

your personal data eg and as appropriate: the European Commission has made an Adequacy 

Decision in relation to  the UK for transfers of personal data between the EEA and the UK valid 

until 27th December 2031 (subject to amendment repeal suspension or extension) OR if the 

receiving person signs a confidentiality agreement and/or our general data protection and privacy 

policy OR if we deploy standard contractual clauses as may be approved by the ICO from time to 

time. It is also possible that certain exemptions under the UK GDPR may apply: for example that 

it is necessary to transfer the personal data in order to perform a contract or to implement pre-

contractual measures, or that it is necessary to transfer the personal data in order to conclude or 

perform a contract, or that it is necessary to transfer the personal data in order to establish, 

exercise or defend a legal claim. You accept and agree that if other people outside the UK do not 

co-operate on appropriate safeguards, we may have to stop acting for you. Our policy is not to use 

services which are or may be contra-indicated for data protection (eg WhatsApp data harvesting). 

 

Q: Will I get mailshots?  

A: We may use your contact details to invite you to events or to send you information which we 

think may be of interest for you. By signing below you consent to our using your contact details 

for such purposes and you consent to your data going to a country outside the UK or EEA for 

such purposes with appropriate safeguards in place. We will not (unless required by operation of 

any applicable law) give your contact details to anyone without your further specific consent. 

You can tell us at any time that you wish to come off the mailing list: just let us know in writing 

(attn. Data Protection Lead Angela Jackson). We may ask you if you wish to stay on the list. 

 

Q Can I see the personal data you hold about me? 

A: You can ask to see what personal data we hold about you the client by making a request in 

writing  (“Subject Access Request” or “SAR”). We will respond to your request within a month 

(this will not necessarily be a file handover) with extra time (“stop the clock”) if we are waiting 

for information we have asked from you in order to handle your request. We will not charge for 

handling your request. If you think we have not responded fully to your request, you can 

complain to us: our electronic complaints form can be found here: 

https://www.angelajackson.com/regulatory-policies/. You have a right of appeal via the 

Information Commissioner’s Office (“ICO”) www.ico.org.uk. If you have any questions about 

SAR, please do not hesitate to contact us and we will do our best to assist you.  

 

Q Can I correct the personal data you hold about me? 

A: You can ask to correct any personal data about yourself by making a request in writing  

(request for rectification). We would also do our own due diligence and then we would either 

make the correction directly in our records or we would place a note alongside our existing 

records, as we would advise in our reply to you.  

http://www.ico.org.uk/
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Q Can other people ask to see my data? 

We may hold personal data of other people in connection with the project. 

If personal data about other people has been provided to us (whether via yourself or other routes) 

those other people may have their own rights under data protection laws to see what personal data 

is held about them. Other peoples’ rights may be subject to certain legal limitations and 

exemptions such as professional legal privilege in relation to us acting for you the client. 

 

Q:.How long will you hold my personal data?  

A: We will hold your personal data for as long as necessary for dealing with your matter and for 

at least 6 years after the date of last invoice. When your file is 6 years old we will mark the file 

for secure destruction. You agree that after such 6 years your personal data may be securely 

destroyed without any reminder from us. We may keep your personal data longer if required by 

law or for certain regulatory and legal purposes (eg compliance with anti-money laundering 

regulations, limitation period for any claims) on a so-called “restricted basis”. We may keep your 

contact details longer if you ask to stay on the mailing list. Sooner than the 6 years, we may 

delete personal data from electronic records while keeping it on paper. If we are given personal 

data in anticipation of a matter (eg at an initial meeting) but the matter does not proceed we may 

delete such data after 2 (two) months. Voicemails are routinely deleted. 

 

Q: Can I have my personal data destroyed? 

A: If you wish some or all of your personal data to be destroyed, please email our Angela 

Jackson, and we will destroy the data within a month unless our overriding duties (eg to tax 

authorities or our regulator the SRA or as may be required by law or for certain legal or 

regulatory purposes: see above) require us to keep your data longer, in which case we will keep 

your personal data on a “restricted basis”. You agree that we can stop acting if we no longer hold 

your relevant personal data on an unrestricted basis.  

 

Q: Can I move my personal data somewhere else?  

A: You may have the right to be supplied with your personal data so that you can re-locate your 

personal data. If you have such a right of data portability, we will transfer such personal data to 

your nominee securely in a commonly used machine-readable format (this will not necessarily be 

a file handover). We may still hold copies of the personal data on a “restricted basis” (see above). 

 

Q: What if there is a leak? 

A: If there is a breach of security which may compromise your personal data, we will promptly 

notify yourself, the ICO and our regulator the SRA. We carry cyber-liability insurance.  

 

Q: What if things change?  

A: We will let you know any updates to our policy. 

 

Q: Do I have to sign this? 

A: We will need your informed written consent in order to take you on as a client. 

 

I have read and agreed the above and freely give my informed consent. 

  

Signed by CLIENT………………………….……………………… 

 

Date……………… 


